H2 ocHosy 4ynaHa 8. 3akoHa 0 MHMopMaLmoHoj 6e3bearocTu (,CnyxbeHn rnacHuk PC”, 6poj
16), unaHa 2. Ypeabe o Gnuxem cagpxajy lMpasunHuka o 6e36eaHOCTU MHGOPMALIMOHO-
KOMYHMKAUWMOHWX cucTemMa of nocebHor 3Havaja, HaumHy nposepe  WMHMOPMaLMOHO-
KOMYHMKALUMOHMX cucTema of nocebHOr 3Hayaja W cappxajy w3BewTaja O npoBepu
HDOPMALIMOHO-KOMYHMKALIMOHOT c1cTeMa oA nocebHor 3Havaja (,Cn. MnacHuk PCY, 6p. 94/2016)
v 4naHa 69. CraTyra OnwTuHe Paxatb (,Cn. JiucT onwTuHe Paxan”, 6p. 1/19), OnwTuHcko Behe
OnwTuHe Paxatrs, aaHa 06.10.2020.r. goHeno je:

NMPABUJTHUK
o 6e36egHocTH MHMOPMALIMOHO - KOMYHUKALMOHOTr cucreMa OnwTruHe PaXkam

I. YBopHe oapenbe
YnaH 1.

OBWM NPaBUIHWKOM, Y CKNaay ca 3akoHoM 0 MHdopMaLmoHoj 6e3beaHocT ' Ypeabom o bnvieM
caapxajy MpaBunHuka o 6e36egHOCTU UHGOPMaLIMOHO-KOMYHUKALIMOHMX cucTeMa of nocebHor
3Hayaja, HauuH nposepe WHMOOPMaLIMOHO-KOMYHUKALMOHKUX CMCTeMa oA nocebHor 3Havaja u
caap»aj u3BewTaja o NpoBepu UHGMOPMaLMOHO-KOMYHUKALIMOHOr cucTeMa off nocebHor 3Havaja
(,Cn. nacHuk PC", 6p. 94/2016), yTBphyjy ce Mepe 3awTuUTe, NPUHLIMNK, HAa4vMH U npoueaype
nocTU3arba U OfpXXaBarba afeKBaTHOr HuBoa 6e36eAHOCTM cucTeMa, kao W osnawhera U
OArOBOPHOCTU Y Be3un ca 6e3beaHowwhy u pecypcuma KT cuctema OnwTuHe Paxars (Y Aarbem
TekcTy: VKT cucrem).

YnaH 2.
Mepe nponucaHe 0BVMM MPaBW/IHUKOM Ce OfHOCE Ha CBE OpraHv3aLuoHe jeauHuue OnwTuHCKe
Yrpase OnwTuHe Paxatb, Ha CBe 3amnocieHe - KOPUCHUKE MH(OPMaTUUKNX pecypca, Kao U Ha

Tpeha nuua Koja kopucte MHGopmMaTuyke pecypce OnwTuHe Paxatb.

HerowToBarke oapeabu oBOr rpaBUIHUKA MOBMaYy AUCLIMINIIMHCKY OArOBOPHOCT 3arocieHor-
KOPUCHMKa MHdOpMaTUUKMX pecypca OnwTuHe Paxarb.

3a npaherbe NpuMeHe 0BOr MpasBwunHWKa obasesyje ce cucteM agMuHUcTpatop OnWTUHCKE
Ynpase OnwTuHe Paxarb.

YnaH 3.
MojeanHW TEPMUHKU Y CMUCIY OBOI NpaBunHuKa uMajy cnepehe 3Haverse:
1) uH@opmaymoHo-komyHuKaLoHn cuctem (UKT cnctem) je TexHOMOLWKO-opraHusaunoHa
LenuHa Koja obyxsara:

(1) eneKkTpoOHCKE KOMYHMKALIMOHE Mpexe Yy CMUCY 3aKkoHa Koju ypefyje enekTpoHcke
KOMyHUKaLUuje;




(2) ypehaje unu rpyne mehycobHo nose3aHvx ypehaja, TakBux Aa ce y okBupy ypehaja,
OAHOCHO Yy OkBupy Gapem jegHor w3 rpyne ypehaja, BpwM ayTtoMaTtcka obpaga noaaTaka
KopuwhereM padvyHapcKor nporpama;

(3) nopatke koju ce noxpatbyjy, 06pahyjy, npeTpaxyjy unu npeHoce nomohy cpeacrasa
n3 nopaTad. (1) n (2) oBe Tauke, a y CBpXy HUXOBOr paaa, yriotpebe, 3alTUTe UK oApXKaBarba;

(4) opraHv3aumoHy CTPYKTYpy nyTeM Koje ce ynpasrba UKT cucteMom;

2) murpopmaLmorHa 6e36e4HocT NpeacTaBba CKyn Mepa koje oMmoryhasajy Aa nofaum Kojuma ce
pykyje nytem UKT cuctema 6yay 3awtuhenn oa HeosnawheHor NpucTyna, Kao 1 Aa ce 3alTuTy
VHTErpuTET, PacrosioXMBOCT, ayTEHTUYHOCT U HENOPELMBOCT TUX rnoaataka, Aa 6u Taj cuctem
(DYHKUMOHMCAO0 Kako je npeasuheHo, kaga je npeasuheHo 1 nog KOHTPoNoM osnalwheHnx nuua;
3) 7gjHOCT je CBOJCTBO KOje 3Ha4yu Aa noaartak Huje AocTynaH HeoBnawheHnM NMumMa;

4) uHTErpuTET 3HaUYM OYYBAHOCT M3BOPHOI cagpXaja U KOMMIETHOCTM NoaaTka;

5) pacrionoxvBocT je CBOJCTBO KOje 3Hauv Aa je nofaTtak A0CTynaH W yrnoTpebrbuB Ha 3axTes
osnawheHux nuua oHAa Kaga M je notpeban;

6) ayTeHTn4HOCT je CBOJCTBO KOje 3Hauv Aa je moryhe nposepuTy MU MOTBPAMTM Aa je nopatak
CTBOPWO WK NOCNA0 OHaj 3a Kora je AeknapucaHo da je Ty paarby M3BpPLUKO;

7) HeriopeynBocT NpeacTaB/ba CNocobHOCT AoKasnBarba Aa ce goroawna oapeheHa paakba unm
na je Hactynuo oapehenu gorahaj, Tako Aa ra HakHagHo Huje Moryhe nopehu;

8) pu3ank 3Haum moryhHoCT Hapywasarba uHbOpMaunoHe 6e3begHoCcT, OAHOCHO MOryRHOCT
HapyliaBaka TajHOCTM, WHTErpuTeTa, pacrofioKMBOCTH, AyTEHTUYHOCTM WU HEnopeLmBoCTH
rnoAataka Wiv Hapylwasarba ncnpasHor GyHKUMOHUCaa MKT cuctema;

9) yripas/barbe pU3nKoM je CMCTeMaTUYaH CKyn Mepa Koju yKkibyyyje nnaHmparbe, opraHu3oBakbe
W ycMepaBarbe aKTMBHOCTM Kako 6u ce o6e3beanno ga pusvMum ocTaHy y nNponucaHuMm u
NpUXBaT/bUBUM OKBMPUMA;

10) wmHymgenT je yHyTpalta WNW CrnosbHa OKONMHOCT wnu forahaj Kojum ce yrpoxasa wiu
Hapywasa nHdbopmaumoHa 6e3beaHocCT;

11) mepe 3awrure UKT cucréma Cy TexXHUYKE W OpraHu3aluoHe Mepe 3a Ynpasibatbe
6e3beaHocHMM pusnumma UKT cuctema;

12) rajHm nogarak je noaaTtak Koju je, y ckiagy ca nporvcuMa o TajHOCTW nogartaka, oagpeheH u
03HayeH oapeheHnM CTeneHoM TajHOCTH;

13) UKT cucrem 3a pag ca rajHmm riogayvma je KT cucteM Koju je y cknagy ca 3akoHoM ogpeheH
3a paa ca TajHuM nogaumma;

14)  komripomutyjyhe  enexkTpomarHeTHo 3paqerse (KEM3) npeactaBmba  HeHaMmepHe
eneKkTpoMarHeTHe eMucuje NPUIMKOM npeHoca, obpaze unu Jyeara nojaraka, YMjuM npujeMom
W aHanu30M ce MOXKe OTKPUTK cagpxkaj TMX nogaTtaka;

15) kpurirobesbegHocT je KOMMNOHeHTa MHpopMmaumoHe 6e3begHocTM Koja obyxsarta
KPUNTO3aLTUTY, Yrpas/bakbe KpUNToMaTepujanuma 1 pa3soj MeTofa KpunTo3alTuTe,;

16) kpurirosawmTa je npuMeHa MeTofa, Mepa v nocTynaka pagu TpaHcdopMucarba nogataka y
061MK Koju ux 3a oapeheHo BpeMe unn TpajHo YMHM HEAOCTYNHUM HeoBrawheHnM NMUMMa;

17) kpurirorpagpckum rnpoussBog je copTeep unu ypehaj nyrem Kora ce BplUM KpUNTO3aWwTnTa;
18) xpurtromarepujam cy kpuntorpadckm NPoM3BOAM, MoAauM, TeXHUYKa AOKYMeHTauuja
KpunTorpadckux npoussoaa, Kao 1 oarosapajyhu kpuntorpadcku

KIbyueBu;

19) 6e36eqHocHa 30Ha je NPOCTop UM NPOCTOpU]a Y KOjoj ce, Y Cknaay ca nponvcuMa o TajHoCTH
noaaTaka, obpahyjy n 4YyBajy TajHu nogauu;

20) urHgopmaymoHa fobpa obyxeaTajy nogatke y gatotekama u 6asama nopaTaka, Nporpamcku
KO, KOH(Urypauwnjy xapABepCKUX KOMMOHEHATa, TEXHWUYKY M KOPUCHUYKY AOKyMeHTauujy,
YHyTpalltbe OnLwTe NpaBuiHuKe, Npoueaype U CuYHo;




21) VPN (Virtual Private Network)-je ,npvBaTHa" KOMyHuKauMoHa Mpexa Kkoja omoryhasa
KODWCHULMMA Ha pa3[BOjeHUMM noKauujama Aa Mpeko jaBHe Mpexe jeaHoCTaBHO oapXKasajy
3aWTrheHy KoOMyHUKauujy,

22) MAC agpeca (Media Access Control Address) je jeauHcTBeH 6poj, Kojum ce BpLIM
naeHTUdUKaumja ypehaja Ha Mpexu;

23) Backup je pe3epBHa Konuja noaaTaka;

24) Download je TpaHcdep nopaTtaka ca LEHTpanHor padyHapa wnu web npeseHTauumje Ha
NOKanHW pavyHap;

25) UPS (Uninterruptible power supply) je ypehaj 3a HenpekuwaHO Hanajare €eNeKTpUYHOM
eHeprujom;

26) Freeware je 6ecnnataH codTBep;

27) Opensource codTBep OTBOPEHOr KOAQ;

28) Firewall je ,3aWTUTHKX 314" OAHOCHOCUCTEM MPEKO Kora Ce BPLW HAA30p U KOHTponuwe
npoTok WHdopMauuja u3Mehy nokanHe Mpexe W WHTepHeTa Yy Uwby OHeMoryhasarba
3/10HaMepHUX aKTUBHOCTU;

29) USB unu chnew memopwuja je cnosblitby MeanjyMm 3a CKnaauluTere noaartaka;

30) CD-ROM (Compact disk - read only memory) ce KopucT# Kao MeujyM 3a CH1UMakse noaaraka;
31) DVD je onTU4KM AUCK BUCOKOr KanauuTeTa Koju ce KOpUCTW Kao MeanjyM 3a CKnaguliTere
noaartaka;

II. Mepe 3awiTure
YnaH 4.

Mepama 3awTnTte UKT cuctema ce obesbehyje npeseHumja o HacTaHKa MHUMAEHATa, OAHOCHO
npeeBeHUMja 1 MMHMMU3auuWja WTeTe o4 UHUMAEHaTa Koju yrpoxXasajy Bpluerbe HaaNeXHOCTU U
o6aBrbatbe AeNaTHOCTK, a NOCeBHO Y OKBMPY Mpyxaka ycnyra ApyruM nuuumMa.

1.0pranmn3aymnona CTPyKTypa, ca yTrBplieHnM nocsioBuMa H OfroBOPHOCTHMAE
3anoc/IeHnx, KOjoM ce OCTBapyje yrnpas/barbe HHEpOpMaynoHoM 6esbegHouwlhy y
OKBHPY OnwTHHE Parkars

YnaH 5.

CBaku 3anocneHu-kopucHuk pecypca UKT cuctema je ogrosopaH 3a 6e3beaHocT pecypca VKT
CUCTEMa Koje KopucTu paav obasrbakba NocnoBa U3 CBOje HAANEXHOCTU.

3a KOHTPO/y M Haa3op Haa obaBrbarbeM MOCNoBa 3arnoCNeHnX-KOPUCHUKa, Y LUWbY 3aliTuTe U
6e3beaHocTv UKT cucTeMa, Kao v 3a obasrbatbe NnocioBa us obnactm 6e36egHoCTH LENOKYMHOr
WUKT cuctema OnwTuHe Paxkars HaAneXxaH je cucteM agMUMHMCTpaTop y cknagy ca MNpasuiHnKoMm
0 YHyTpalitbeM ypehery U cucTematusaumjn pagHux mecta y OnwTuHckoj Ynpasu OnwTuHe
Paxarb, 6p. 1-4/19-01, oa 20.06.2019. roauHe.

YnaH 6.

Moa nocnosumMa 13 obnactu 6e36eaHocTw yTBPNY]Y Ce:




e MOC/IOBM 3aLITUTE MHGOPMaLMOHNMX Aobapa, OAHOCHO CpescTaBa MMMOBUHE 3a Haa30p
Ha/l NOC/IOBHUM ripoLiecMMa o 3Haqaja 3a mHgopmaumoHy 6e3beaHocT

e T0CNOBM ynpaBsbakse pusnumnmMa y obnacti nHdopmMaumoHe 6e36e4HOCTH, Kao v NOcioBu
npeasuheHn npoueaypama y obnact nHdopmaumoHe 6e3begHocTu

e NOCN0BY OHeMoryhasarsa, OHOCHO CripeyaBarba HeoBnawheHe UM HeHaMepHe U3MeHe,
owTehersa Unm 3noyrnoTpebe cpeacTasa, 0AHOCHO MHGOPMaLWoHUX nobapa UKT cuctema
Mpaga/OnwTuHe/Mpajcke ONWTUHE, Kao M MPUCTYM, U3MeHe unn Kopuwherbe cpescTaBa
6e3 onawherba 1 6e3 eBuaeHUM}E O TOME

e npaherbe aKTUBHOCTM, peBU3Wje M Haa30pa Y OKBUPY ynpasibatba MHMOOPMaLMOHOM
6e3beaHowhy

e obaBewTaBatbe HAANEXHWUX opraHa O uWHUMAeHTMMa y WKT cuctemy, y cknagy ca
nponucuma.

Y cny4ajy MHUMAEHTa CMCTeM aAMUHUCTpaTop obasellTaBa HavenHvka OnwTuHCKe Ynpase, koju
y CKnagy ca nponucuma obaBeluTaBa HaaneXHe OpraHe y LUWby peluaBakba HacTanor
6e3beaoHOCHOr MHUMAEHTA.
2.be36egHocr paga Ha Aa/bHHY M yrioTpeba MoGuiHnx ypelaja
YnaH 7.

Paa Ha parbuHy u ynotpeba MobunHux ypehaja y UKT cuctemy Huje omoryheH.

3. Obesbeljnsarse ga mya koja kopucre MKT cucrem ogHOCHO yripasssajy MKT
cucreMoM 6yay ocrocobsrbera 3a nocao KOojH page u pasyMejy c8ojy OAroBOpPHOCT

YnaH 8.

WUKT cucteMoM ynpasrbajy 3anocneHn y cknagy ca saxehum lNpasuiHMKOM O opraHusaumin v
cucTeMaTmnsaumjn pagHnx Mecta y OnwTrHCEKOj Ynpaen OnwtuHe Paxarb.

Cucrem agMUUHUCTPATOP je AyxKaH Aa cBakor Hoso3anocneHor-kopucHuka UKT pecypca ynosHa
ca 0firoBopHOCTMMa ¥ rnpasunuma kopuwherba UKT pecypca OnwTtuHe Paxkak Aa ra ynosHa ca
npasunuma kopuwhera pecypca UKT cuctema, kao v fga BOoAM eBUAeHUM)y O u3jaBama
HOBO3arocneHMx — KOPUCHWUKA Aa Cy yno3HaTu ca npasunuma kopuwherba KT pecypca.

Ceako kopuwwhere UKT pecypca OnwTuHe Paxar 0ofI CTpaHe 3anocfieHor-KopucHuka, BaH
poaerbeHux osnawherbe, noanexe AWCLMMIMHCKO] OArOBOPHOCTM 3aMOCNEHOr KOjoM ce
AeduH1LLIEe 0ArOBOPHOCT 3a HeoBnawheHo Kopulwhere UMOBMHE.

4. 3awrnra ofg PH3HKa KOJH HaCTajy MpH MPOMEeHaMa Noc/IoBa MM MPEeCcTaHKa
PaAHOIr aHra)>KoBarsba JIMYa 3anocnelnx kog oneparopa MKT cucrema
YnaH 9.
Y cnyyajy npoMeHe nocCnoBa, OAHOCHO HAANeXHOCTM KOPWMCHMKA-3aroCneHor, CUCTEM

aAMUHUCTpaTOp he U3BPLLIXTH NPOMEHY NPUBMErUja Koje je KOPUCHMK-3aMn0C/IeHn UMao y cKknaay
ca OMMCOM pafiHVX 3aflaTaka, a Ha OCHOBY 3axTeBa MPeTNoCTaB beHOr PyKOBOAMOLA.




Y cnydajy npectaHka pagHor aHra)KoBarkba KOPUCHWKA-3anocneHor, KOpUCHUYKKW Hanar ce ykuaa.

O npecTaHKy pagHor 0HOCa UM paiHOr aHrakoBarba, Kao U MPOMEHW PafHOr MecTa, CnyX6eHnK
33 /by/iCKe pecypce Yy capajitbv ca HermoCpeaHUM PyKOBOAMOLIEM, je Ay>kaH Aa 06aBecTn CUCTeM
aAMUHUCTpaToOpa paav YKuAaksa, OAHOCHO WM3MEHYy MPUCTYMNHWX NpuBUiervja Tor 3anocneHor-
KOPUCHMKa.

KopucHuk WKT pecypca, HakoH npecTtaHka pajHor aHraXoBaka Y Ynpasu, He cMe Aa OTKpuBa
rnoJaTke Koju cy of 3Hadaja 3a uHcbopmMaumoHy 6esbegHoct UKT cucrema.

5, Hgenrtugpurosarse nHpopmaynoHnx gobapa n ogpelinsare O[roBOPHOCTH
33 HHXOBY 3aLUTHTY

YnaH 10.

WNHdopmaumoHa aobpa OnwTnHe Paxaks cy CBW pecypcu Koju caapke rocnosHe uHdopmaumje
Ynpase OnwTuHe Paxats, OAHOCHO, NyTeM Kojux ce Bpluv u3papa, obpaaa, 4YyBarbe, MpeHoC,
Bpucarbe U yHuWwTaBare nogataka y WUKT cucrtemy, ykbyyyjyhn cBe enekTpOoHCKe 3anuce,
pauvyHapcky onpemy, MobunHe ypehaje, 6a3e noaartaka, NocnoBHe annvkaumje, KoHbUrypaumjy
XapABEPCKUX KOMMOHEHATa, TEXHUYKY W KOPUCHWUYKY [OKYMEHTauMWjy, YHYTpallke npaBuiHuKe
Koju ce ogHoce Ha UKT cucrem u cn.)

EBuaeHuMjy 0 uHbopMauuoHum AobpuMa BOAM CUCTEM aAMWMHWCTPATop, Y ManupHoj unu
€NeKTPOHCKOj hopMu.

MpeaMeT 3awTuTe Cy:
e Xapasepcke u codTeepcke komnoHeHTe UKT cuctema
e noaaum koju ce obpahyjy nnu dyeajy Ha komnoHeHTama UKT cuctema
e  KOPUCHWYKW Hanosu u Apyrv nogaum o KopucHuUMMa nHpopmatnykmux pecypca VKT
cucTema

6.KnacugpnkoBare nogaraka Tako fa HHBO HHXOBE 33UTHTE O[Qrosapa
3HAYajy nogaraxka y CKA3Ay €a Ha4Ye/oM yrpasB/barba PHIHKOM H3 3aKOoHa o
uHopmaynoHoj 6e3begrocrm

YnaH 11.

Mogauu Koju ce Hanase y WKT cucTeMmy npeacTas/bajy TajHy, ako Cy Tako AedUHMCaHW
oapenbama rnocebHUM nponucvma .

13aK0H 0 CI060AHOM NPUCTYY MHbOPMaLIMjama o4 jaBHor 3Havaja (,Cn. Tnackuk PC”, 6p.120/04,

54/07, 104/09 | 36/10), 3aKOH 0 3aWTUTK NogaTaka o nnuHocTH (,Cn. FnacHuk PC”, 6p.97/08,104/09-AP.
3akoH 68/12,-O0YKA YC U 107/2012), 3aKkoH o TajHocTv noaataka (,Cn. MnacHuk PCY, 104/2009), kao u
YpenBa 0 HaunHy 1 NOCTYNKy 03HaYaBakba TajHOCTH nojaTaka, 0AHOCHO AoKymeHata (,Ca. [NacHuK PC”,
6p. 8/2011)




Mogauu koju ce o3Haye Kao TajHu, mopajy 6utn 3awTuhern y cknagy ca ogpenbama Ypeabe o
nocebHnM Mepama 3aWTUTE TajHUX rMojaTaka Yy MHHOPMALMOHO-TeNeKOMYHUKALMOHWUM
cuctemuma (,Cn. MnacHmk PC, 6p. 53/2011).

HAeTarmaH onuc MHpopMaLumja, HocaunMa MHGopMaLmja u AOCTYNHOCTU NogaTaka Hanasu ce y
MHdopmaTopy o pagy OnwTuHcke Ynpase OnwTrHe Paxarb.

7. Jawrnra Hocaya nogaraka
YnaH 12.

CucreM agMuHMcTpaTop he ycnocTaBuTy opraHusaLmjy NpucTyna u paaa ca nogaumma, nocebHo
OHMMa KOju Byay O3HaYeHW CTeneHOM CNyX6eHOCTU WNWM TajHOCTU Y CKhady ca  3akoHOM o
TajHOCTW nojaTaka, Tako Aa:

* nojauw 1 AOKYMeHTU (NMocebHO OHK Ca 03HaKOM TajHOCTM) MOry Zia ce CHuMe (apxusupajy,
3anuuly) Ha cepBepy Ha KoMe ce cHuMajy nogauy, y cdonaepy Haa kojum he npaso
npUCTyna umatn Camo 3arnocneHn-KOpUCHNLM KojuMa je To npaBo 06e36eheHo oanyKoMm
Ha4yenHuka.

* nojauun v AOKyMeHTM (NocebHO OHW Ca 03HAaKOM TajHOCTW) MOry [a Ce CHWME Ha Apyre
Hocade (ekcTepHu xapa anck, USB, CD, DVD) camo oa cTpaHe oBnawheHnx 3anocneHmx
— KOPWCHKKa — CUCTEM aAMUHUCTPaTOpa, HadenHuka OnwTuHcKe Ynpase.

EBMAEHUM]y HOCa4a Ha KojMa Cy CHUMILEHM NoaaLy, BOAM CUCTEM aAMUHUCTPATOP v TU Meauim
mMopajy 6uTth nponmncHo obenexeHn M OANOXKEHU Ha MecTo Ha KoMme he BUTU 3awTvheHu oa
HeoBnawheHor npucryna.

Y cnyyajy TpaHcnopTa Meauja ca nogaunma, HadenHuk Ynpase he oapeanTu oaroBopHy ocoby u
Ha4uH TpaHcrnopTa.

Y cnyyajy ucteka pokosa YyBarba NnoaaTtaka Koju ce Hanase Ha mMeauvjuma, noaauu mopajy 6uti
HenoBpaTHO obpucaHy, a ako To Huje moryhe, Taksu Meanju mMopajy 6uti husndku owTeherw,
OZHOCHO YHULLTEHMW.

8. Orparnyeme npucryna nogaunmMa M CPEACTBMMA 3a 06pagy nogaraxa
Ynan 13.

Mpuctyn pecypcrma UKT cuctema oppeheH je BpCTOM Hanora, 04HOCHO A0AE/bEHOM YIOrOM KOjy
3anocNeHn-KOPUCHUK uMa.

3anocneHn Koju uMa afMUHUCTPATOPCKU Hanor, uMa npaea npuctyna ceumM pecypcuma UKT
cucTema (COPTBEPCKUM U XapABEPCKUM, MPEXM U MPEXHUM pecypcuMa) y Uniby MHCTanauuje,
OAp)KaBarba, Nojelasarsa v yrnpasbarba pecypcuma KT cuctema.

3anocneHn - KOPUCHUK MOXKEe Aa KOPUCTWM CaMO CBOj KOPUCHWMYKM Hanor Koju je mobwo op
aAMUHUCTPaTopa U He cMe Aa oMoryhu ApyroM nuuly Kopuwhere HeroBor KOPUCHUYKOr Hanora,
CeM aiMUHUCTPATOPY 3a MNojellaBatbe KOPUCHUYKOT Npoduna 1 paaHe cTaHuue.

3anocneHn-KOPUCHMK Koju Ha 6mno Koju HauvH 3noynoTtpebu npaBa, 0AHOCHO pecypce WUKT
cucTema, noanexe KpUBMYHOj U AUCUMNIMHCKO) OArOBOPHOCTW.




3anocneHn-KoOpUCHUK AyXkaH je aa nowTtyje u cneaeha npaswuna 6e3begHor v npuMepeHor
kopuwhera pecypca UKT cucrema, v To Aa:

1) KopucTH nHopMaTUUKe pecypce UCK/bYYMBO Y MOCNIOBHE CBPXE;

2) npuxBaTKM Oa Cy CBU nojaum Koju ce CKnaauwTe, MpeHoce unv npouecupajy y OKBuUpy
nHMDOPMaTUYKUX pecypca BRacHUWTBO OnwTuHcke Ynpase OnwTuHe Paxar M Aa Mory 6utu
npeaMeT Hadrneaarba v nperneaamba;

3) nocTyna ca NoBeps/bMBUM NMoAaLMMa Y CKnagy ca NponucMma, a nocebHo NpuaMKoM Konupaksa
¥ MpeHoca noaaTaka;

4) 6e36eaHO YyBa CBOje NO3NHKEe, OAHOCHO Aa UX He oAaje ApyryuM nuunma;

5) Merba No3uHKe carnacHo yTepheHum npasunmma;

6) npe csakor yAarbaBarba 04 pagHe CTaHule, ofjaBu ce ca cucTema, OAHOCHO 3aKsbyda pagHy
cTaHuuy

7) 3axTeB 3a uHCTanauwjy codteepa vnv xapasepa nogHocu y nucaHoj dopmu, oaobpeH oA
CTpaHe HenocpeaHor PyKOBOAMOLE;

8) 06e36eau cUrypHOCT noaaTaka y cknagy ca Baxkehum nponucuma;

19) npucrtyna wuH@OpMaTUUKMUM pecypcuMa CaMO Ha OCHOBY eKCM/IMUMTHO AOAE/bEHUX
KOPWCHUYKMX NpaBa;

10) He cMe pa 3aycrTas/ba pagd wnuv Gpulle aHTVMBUMPYCHW NporpaM, Merba Herose nogelueHe
onuumje, HUTK Aa HeosnalwheHo MHCTanUpa APYrv aHTUBUPYCHN NPOrpam;

11) Ha paaHoj CTaHWUM He CMe [a CKNaaMLWTV CafapyKaj KOjU He CNY>XUK Y NOC/IOBHE CBPXE;

12) uzpahyje sawTtutHe konuje (backup) nogataka y cknagy ca NponucaHMM npoueaypama;

13) KOPUCTU UHTEPHET MU eNeKTPOHCKY MowTy y OnwTUHCKO] Ynpasu OnwTuHe Paxar y cknaay
ca rnponvcaHuM npoueaypama;

14) npuxsaTtu fa ce ofpeheHe BpcTe nHpopMaTUYKMX MHTEpBEHUM]a (M3pada 3aluTUTHUX Konuja,
aXxypupare nporpama, nokpeTarse aHTUBMPYCHOr Nporpama 1 ¢n.) obaerbajy y yrepheHo Bpeme;
15) npuxeati ga cBv NpUCTYnu MHdOopMaTUYKMM pecypcuMma u nHdopmaumnjama Tpeba aa byay
3aCHOBaHW Ha NPUHUMMY MUHMMANHE HeONXoAHOCTH;

16) NpuxBaTh Aa TEXHUKE CUrypHOCTU (aHTu BUpyc nporpamu, firewall, cuctemn 3a aetekumnjy
ynaga, CpeacTsa 3a luudpuparbe, CpeacTBa 3a MpoBepy WHTerputeTa M Ap.) cripeyasajy
noTeHuujanHe npete UKT cucremy.

17) He cMe Aa uHcTanupa, Moandukyije, UCKby4yje u3 paga unv 6puile 3aWTUTHU, CUCTEMCKU
AW anuKaTUBHU coPTBEp.

9. Opobpasare osnawheHor npHUCTYyna # chapevyasare HeosaawheHor
npucryna UKT cucremy u ycnyrama koje UKT cucrem npyrxa

YnaH 14.

MpaBo npucTyna WMajy camo 3anocNeHW/KOpUCHULM KOjU WuMajy aaMUHWCTPATOpPCKE Wau
KOPUCHWYKE Hanore.,

AZMUHWUCTPATOPCKK Hanor je jeAVHCTBEHM Hanor KojuM je omoryheH npucTtyn v aaMUHUCTpauuja
cBux pecypca MKT cucteMa, Kao 1 oTBapakbe HOBMX M M3MeHa nocrojehnx Hanora.
AIMUHUCTPATOPCKM Hanor MoXe fAa KOpUCTM CaMo  3arocneHM Ha MocrioBuMa CUCTeEM
aAAMUHUCTpaTopa.

KOpUCHUYKM Hanor ce cacToju o[ KOPUCHWUYKOT MMEeHa 1 NO3WUHKe, KOoju ce MOory yKyLlaBaTu Uam
YuTaTV Ca MeaMmja Ha KoMe MocToju eneKTPOHCKU cepTudukaT, Ha OCHOBY KOra/jux ce BpLu




ayTeHTU(dUKaumja — NnpoBepa MAEGHTUTETa M ayTopusalmja — NpoBepa npasa NpucTyna, 0AHOCHO
npasa kopuwhera pecypca VKT cuctema og cTpaHe 3anocneHor-kopucHmKa.

KOpUCHUYKK Hanor Aojesbyje aAMUHUCTPATOP, Ha OCHOBY 3axTeBa 3anocyeHor 3agy>KeHor 3a
ynpae/barbe jbyACKMM pecypCuMa Yy CapafbK Ca HenocpeHUM pPyKOBOAMOLUEM U TO TeK HakoH
yHOCa nofataka O 3anoc/ieHoM y coTeep 3a ynpas/barbe TbYACKMUM pecypcuma, a Yy CKnagy ca
notpebama obasrbakba NOCNOBHUX 3aaTaka 0f CTpaHe 3anoC/ieHor-KopucHMKa.

AQMUHUCTPATOP BOAM eBMAEHLIM]Y O KOPUCHUYKUM HanosunMa, NMpoBepaBa HMXOBO Kopullherbe,
Metba MpaBa MpuUCTyna W yKuAa KOPWUCHUYKE Hanore Ha OCHOBY 3axTeBa 3anocieHor Ha
NOCNoBKUMa yrpas/batkba JbyACKUM pecypcuMa, OAHOCHO HaANeXHOr pyKoBoAMOLa.

10. Yreplhnsarse ofroBoOpHOCTH KOPHCHHKA 38 3aLUTUTY CONCTBEHUX CPEACTABA
3a ayTenTHKaynjy

YnaH 15.
KOpUCHWYKM Hanor ce cacToju 04 KOPUCHUYKOr UMEHa W1 NO3MHKE.
(Mpumep:KopucHWYKo MMe ce Kpewpa no MaTpuum Ume.npesvme, NaTUHUYHUM NUcMoM 6e3

ynotpebe cnosa h,X, /b, Hb, A, 4, L, W.
(Mpenopyka: YMecTo 0BKX C/10Ba KOPUCTUTK CloBa u3 Tabene. )

hupunuyHa cnosa JlaTHWYHa cnoBa
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J1o31HKa Mopa Aa CaapXKu MUHUMYM OCaM KapakTepa KOMBMHOBAHMX Of1 Manux 1 BENMKUX CNOBa,
undapa 1 cneunjanHux 3Hakosa.

NloanHka He CMe fAa cagpXkv wMme, npesuMe, AaTym poherba, 6poj TenedoHa wu apyre
npeno3HaT/buBe noaarke.

AKO 3aM0CNeHN-KOPUCHMK MOCYMHba Aa je ApYro N1Ue OTKPUIO HEroBY TO3NHKY AyXaH je aa ucty
0AMax U3MEHW.

3anocneHn-KOPUCHWK AyXaH je [a Merba NO3MHKY HajMarbe jeaHoMm y 6 Meceum.
McTa nosuHKa ce He CMe MoHaB/baTh Y BPEMEHCKOM Mepuoay O roAnHy AaHa.
KOpUCHMYKM Hanor MoXxxe Aa ce ce Kpeupa W Ha OCHOBY MnogaTaka Koju ce Hanase Ha Meaujy ca

KBaNMMPUKOBAHUM ENEeKTPOHCKUM cepTUdUKATOM (HMP. NUYHA KapTa Ca 4YMroM M ynucaHuMm
cepTudukaTom).




Mpujasmeusarse y UKT cuctem OnwTuHcke Ynpase OnwTtuHe Paxars ce Bpww ybauuBarbem
Meanja ca eneKkTPOHCKUM cepTUUKaTOM y YuTay KapTuua.

HeosnawheHo yCTynarbe KOPUCHUYKOr Hanora ApyroM fuly, MOoAnexe AUCLMMIMHCKO]
OAr0BOPHOCTH.

11. lMpegsubamwe ogrosapajyhie ynorpebe KpHNTO3aWTHTE pPagH 3alUTHTE
TajHOCTH, ayTEHTHYHOCTH OfHOCHO HHTErPUTETA 104aTaKa

YnaH 16.
Mpuctyn pecypcuma VKT cuctema OnwTuHe Paxars He 3axTeBa nocebHy KpunTo3allTuTy.

3aroCIeHN-KOPUCHULM KOpUCTE KBanudUKoBaHe eneKTPoHCKe cepTuduKaTe 3a enleKTPOHCKO
NOTNUCUBaKe AOKYMeHaTa Kao W ayTeHTudukauwjy v aytopusauujy npuctyna nojeanHum
annukauunjama.

3anocnexu Ha nocnosuMa UKT cy 3aayXeHu 3a uHCTanaumjy notpebHor codTeepa U xapasepa
3a Kopuwherse cepTudukaTa.

3anocneHn-KOPUCHALIM Cy AYXKHW Aa 4yBajy cBoje KBanuduKoBaHe enekTPOHCKe cepTudukate
Kako He 61 gownu y nocea Apyrux nuua.

12. @usnyka 3awrnra objexara, npocropa, Mpocropmja OfgHOCHO 30Ha y KOJHMa
ce Hanase cpegcrea n goxkyment MKT cucrema n o6paliyjy nogauym y MKT cucremy

YnaH 17.

MpocTop Yy KOMe Ce Hanase cepBepu, MpexHa WM KOMyHuKauuoHa onpema WKT cuctema,
opraHu3yje ce Kao aAMMHUCTpaTUBHa 30Ha. AAMUHUCTPATUBHA 30Ha Ce YCroCTaB/ba 38 (PU3UNHKK
npucTyn pecypcuma UKT cuctema y KOHTPONMCAHOM, BUA/BMBO O3HAa4YeHOM MpOCTOpY, Koju je
obe3beheH MexaHU4koM BpaBoM 1 BMAECO HAA30POM.

MpocTop Mopa Aa 6yne obesbeher oa koMnpoMuUTyjyher enekTpoMarHeTHor 3paderba (KEM3),

noapa v Apyrux eNeMeHTapHux Henoroaa, u y kemy Tpeba aa byae oarosapajyha temnepatypa
(Kn1umMaTM30BaH NpocTop).

13. 3awrnra og ryburka, owrehemwa, kpalje nian gpyror 06/IMKa yrpox<aBarsa
b6eszbegqHocTv cpegcrasa koja unHne UKT cucrem
YnaH 18.

Yna3 y npoctopujy y kojoj ce Hanasu MKT onpema, ao3sorbeH je camo aamuHuctpatopy UKT
cuctema/3anocneHnMa Ha nocnosuma UKT.




OcuM agMmUHUCTpaTopa cucTeMa, NPUCTYN aaMUHUCTPAaTUBHO] 30HM MOry UMaTh u Tpeha nuua y
UMWY MHCTanaunje u cepsucuparba ogpehenux pecypca WMKT cuctema, a no npeTxoaHOM
opobpetby HauenHuka Ynpase, U y3 NPUCYCTBO HAANEXHOr IMUA CUCTEM aiMUHUCTPaTOpa.
MpuCTyn aaMUHUCTPATUBHO] 30HM MOXE MMaTh U 3arnocieHu/a Ha MOoC/IoBUMAa O/pXKaBatba
XUrujeHe y3 NpucycTBo HaANeXHor nuua.

MpocTopuja mMopa OuTH BUA/BMBO ObenexeHa M Yy H0j CE MOpa HanasuTu MNpPOTUBMOXKapHa
onpema, Koja ce MoXe KOPUCTWUTK caMmo Y cryyajy noxapa y npoctopuju y Kojoj ce Hanasum UKT
onpeMa 1 Meguju ca nogauuma.

Mpo3opu 1 BpaTa Ha 0BOj NPOCTOPUiU MOpajy yBEK BUTK 3aTBOPEHM.

CepBepun 1 akTuMBHa MpexHa onpema (switch, modem, router, firewall), Mopajy ctanHo 6uti
NpUK/bYYeHN Ha ypehaje 3a HenpeknaHo Hanajarbe — UPS.

Y cnyyajy HecTaHKa efnlekTpuyHe eHeprije, y nepuogy ayxem oa kanauuteta UPS-a, osnawheHo
nvue je AyXHO Aa UCKSbyumM OnpeMy y ckiady ca npoleaypama rnpoussohada onpeme.

VKT onpema 13 npoctopuje ce y cny4ajy onacHocTu (noxap, BpeMeHCKe Henoroae 1 ¢.) Moxe
n3HeTn un 6e3 ogobperba HayenHuKa.

Y cnyyajy usHollerba ornpeme paau cenuabe, Mnu cepBucMparba, HEOMXoAHO je opobperse
Ha4yenHuWKa Koju he oapeanTH yCnoBe, HaunH M MECTO M3HOLLEHa ornpeme.

AKo ce onpema U3HOCK paau cepBucUparsa, Nopea ofobperba HadeHWKa Yrpase, notTpebHo je
CaYMHWTK 3aNMCHUK Y KOMe Ce HaBOAW HasuB U TUN onpeMe, cepujckn 6poj, Hasue cepsucepa,
“Me 1 npeaume oBnalheHor nuua cepeucepa.

YroBopoM ca cepsBucepom Mopa 6utu geduHucaHa obasesa 3alTUTe nogaTaka Koju ce Hanase
Ha MeaujuMa koju cy aeo UKT pecypca OnwTtuHcke Ynpase OnwTtrHe Paxatb.

14, O6esbeljnarwe mcrpasHoOr M 6e36e4HOr PYHKUHOHHCAMA CPERCTaBa 3a
obpagy nogaraka

Ynan 19.

3anocnenn Ha nocnosuma WKT KOHTMHYMpaHO Haasvpy u nposepaBajy (yHKUMOHUCAHE
cpeacTaBa 3a 0bpagy nogaTaka v ynpassbajy pusuumMMa Koju mMory ytuuati Ha 6e3beaHoct UKT
c1cTeMma u, y cknagy ca TvM, nnaHupajy, O4HOCHO npeanaxy HadenHuky Ynpase ogrosapajyhe
mepe.

MNpe yeoherwa y pad HoOBOr codpTBepa HEOMXOAHO je HanpasuTU KOMWjy-apxmsy nocTojehux
nogartaka, y uwby npunpeme 3a npoueaypy spaharba Ha npeTxoaHy crabunHy sepaujy

WMHCcTanuparbe HoBOr codTBepa Kao M axypuparbe noctojeher, oAHOCHO WHCTanauvja Hose
Bep3uje, MOXe Ce BPLUMTU Ha HauMH KOjU He OMETa OMepaTHBHM paa 3anocieHMX-KOPUCHKKA.




Y cnyuajy Aa ce Ha HOBOj Bep3uju cotTBepa Koju je yBeaeH y onepaTtveHW paj npuMeTte 6UTHU
HeAOCTaUM Koju Mory yTuuaTtv Ha pap, noTpebHo je npuMeHuTW npoueaypy 3a Bpahakbe Ha
npeTxoaHy crabunHy Bep3njy codreepa.

3a pas3Boj U Tectuparbe codTeepa npe ysohera y paa y UKT cucteM Mopajy ce KOpUCTUTU
cepsBepu W Nogaum Koju Cy HaMereHu Tectuparby ¥ passojy.

Mpu TecTuparby codTeepa je notpebHo 06e36eanTn HeomeTaHo dyHKUMoHUcare KT cuctema.
3abparbeHo je kopulwhere cepsepa KOjU Ce KOpWUCTe Y OonepaTtvBHOM pafy 3a TecTuparbe
coTBEpPa, HA HAYMH KOjWU MOXe Aa 3aycTaBun HopManHo (yHKUMoHUcare UKT cuctema.

15, 3awrura nogaraka n cpegcrsa 3a o6pagy nofgaraka off 3/I0HaMePHOr
cogpreepa

Ynan 20.

3awTuTa 04 3n0HaMepHor coTBepa Ha MpeXxwu CNpoBOAKU Ce Y LWby 3aluTUTe 04 BUpYCa W Apyre
BPCTE 3/10HAMEPHOr KOAa KOjW Yy payyHapcky Mpexy Mory AOCNeTU WHTEPHET KOHEKLMjoM,
MMejnoM,  3apakeHuMm npeHocHuM  meaujuma (USB memopwuja, CD wTa.), WHCTanauujom
HenuueHumpaHor codTeepa v cn.

3a ycrelHy 3alTUTy Of BMpYCa Ha CBAKOM pauvyHapy je WHCTanupaH aHTUMBMPYCHW nporpam.
CBakOAHEBHO Ce ayTOMaTCKW BPLUM A0MNyHa aHTUBMPYCHWX AeduHnLmja.

CBaKor NpeTnocnear-er pagHor AaHa —4eTBpTak- y Hegerby je NoTpebHO OCTaBUTH YKIbyyeHe 1
3aK/by4aHe padyHape paav CKeHuparba Ha Bupyce.

3abparbeHo je 3aycTaB/batb€ W UCK/byuMBarbe aHTUBMPYCHOr codTBepa TOKOM CKEeHWUparba
NPEHOCHUX Meauja.

MpeHocvBK Meauju, npe kopuiiherba, Mopajy 6MTV nMpoBepeHu Ha MpUCYCTBO BUpyca. AKO ce
YTBPAM [@ NPEHOCMBY Meaunj CaapXu BUpYyce, YKonuko je To Moryhe, Bpwm ce unwherbe Meauja
aHTVBUPYCHUM CO(TBEPOM.

Pusuk off eBeHTyanHor rybutka rogartaka npunvkoMm uuwhersa Meauja o BUpyca CHOCK
AOHOCKMNaL Meauja.

Y uwmby 3awTtute, ogHocHo ynaza y WKT cucrem OnwTuHe Paxkarb ca WHTEpHETa, CUCTEM
aAMMHWUCTPATOP je Ay>xaH Aa oapXKaBa CUCTEM 3a Cnpedasarbe yraaa.

PyKOBOAMOLIM OpraHv3auMoHux jeamHuua oapehyjy koju 3anocneHn uMajy npaBo npucTyna
WHTEpPHETY paav NpuWKyr/batba Mogartaka WM octanux MHbopmaunja sesaHux 3a obaerbarbe
MNOCNOBA Y HUXOBOj HAANEXKHOCTH.

KopucHMLUMMa Koju cy npuksbydeHn Ha UKT cucteM je 3abparseHo camocTasiHo MpUKibyynBare
Ha MHTEpHeT (NPUKIby4YMBatLE MPEKO COMCTBEHOr MoAeMa), Mpu YeMy CUCTEM aAMUHUCTPaTop
MOXe YKMHYTV NPUCTYN UHTEPHETY y cyyajy AoKa3aHe 3noynoTpebe ucror.




KopucHuum VKT cuctema Koju KOpUCTe MHTEPHET Mopajy Aa ce npuapkaeajy Mepa 3altute of
BUpYyCa 1 ynafa ca uHtepHeta y UKT cucteMm, a cBaku padyHap uuju ce 3anocneHu-KoOpUCHUK
npukbydyje Ha WHTepHeT Mopa 6uTu oarosapajyhe nogeweH M 3awTuheH, npu 4yemy
noaeliaBake BPLIKN CUCTEM aAMUHUCTPaTOop.

Mpunukom kopuwhera uHTepHeTa Tpeba usberasatu cymmsmse WEB cTpaHuue, ¢ 063MpoM aa To
MOXE Mpoy3poKoBaTh Npobneme - HeNpPUMETHO MHCTaNMpParLe LWNKJYHCKMX NporpaMa 1 CrvuHo.

Y cnyyajly Aa KOPUCHWMK MpUMETM HeobuyHO noHallakbe padyHapa, 3anaxarbe Tpeba 6e3
ofnararba fa npujasu CUCTEM aaMUHWUCTPATOPY.

Crporo je 3abpar-eHo rneaarbe GuUMoBa v Urpakbe Urpula Ha padyHapuma u "kpcraperse” WEB
CTpaHuUaMa Koje cafpXe HeaonuuyaH cajpxaj, Kao M CaMOBO/bHO Mpey3uMare WUCTUX Cca
WHTEpHeTa.

HepossorbeHa ynotpeba nHTepHeta obyxsaTa:

e WHCTanuparbe, AUCTpUOyuUMjy, ornawasarbe, MPEeHOC WMAWM Ha APYrY HAuMH YMHbeHse
AOCTYNHUM ,NAPATCKMUX" UM APYrvX COTBEPCKMX MPOM3BOAA KOU HUCY NIMLEHLIMPAHM
Ha oarosapajyfin HauuH;

e HapywaBsatb€ CUrypHOCTU MpeXe WM Ha [pYyrM HauwmH oHeMoryhaBarbe noCnoBHE
MHTEPHET KOMyHUKaLuje;

e HaMepHO LWVperbe AeCTPYKTUBHUX U ONCTPYKTUBHUX NporpamMa Ha MHTEpHETY (MHTepHET
BUPYCU, WHTEPHET TPOjaHCKU KOHbM, MHTEPHET LUpPBU M Apyre BPCTE ManuLMO3HMX

codTeepa);

e Heao3BO/beHO Kopuwherse APYLITBEHUX Mpexa W APYrux MHTepHeT caapaja Koje je
OrpaHuUyeHo;

e npeysumarbe (download) nopgataka Benvke “TexuHe” kKoje npoyspokyje “3arylere” Ha
MpEeXu;

npeysumarse (download) MaTepujana 3aWTUREHUX ayTOPCKUM NpaBmuMa;
Kopuwhere NMHKOBA KOjU HUCY y Be3u ca nocnom (rneparbe (unMosa, ayamo wu
BUAEOCTPEaMUHr u Cn.);
e Hea03BO/bEHW MPUCTYN cagpxajy, NpoMeHa cagpkaja, Opucarbe wun npepaaa cagpxaja
NpeKo MHTEepHeTa.
KopucHMUMMa KOju HeaaekBaTHMM KopulhereM MHTEPHETa Y3pOKyjy 3aryliere, Npekua y paay
unun Hapylwasajy 6e3beaHOCT Mpexe Moxe ce Ofly3eT! NpaBo NpUCTyna

16. 3awrnra og ryburka nogaraxka

YnaH 21.

base nogataka obaBe3HO ce apxuBupajy Ha npeHocuse meamje (CDROM, DVD, USB, ,strimer®
Tpaka, eKCTepHU xapa AMUCK), HajMarbe jeAHOM AHEBHO, HeAesrbHO, MeCeYHO W roAMllkbe, 3a
noTpebe obHoBe Hase nogartaka.

Octanu (hajnoBn-AoKyMeHTH Ce apxX1Bupajy HajMarbe jeAHOM HeaesbHO, MECEYHO 1 roANLLIHE.

MNMogaum o 3anocneHnMa-KopucHUUMMA, apxusBupajy ce HajMarbe jeAHOM MeceyHo.
[HEBHO KoMMpare-apxvBupar-e BpLK Ce 3a CBakM pagHu AaH y ceamuum, oa 20 Yacosa CBaKor
pagHor AaHa.




HenerbHO Kornmparbe-apxXuBuparbe BpLUM Ce nocnearber pagHor AaHa y Hegersy, o 20 yacosa, Y
OHOJIMKO HEefIeSbHUX NpUMepaKka KoMKO MMa NoCNeArUX pagHUX AaHa y MeceLly.

MeceuyHo Konupake-apxuBuparbe BpLUM ce nocneamer pagHor AaHa y Mecelly, 3a CBaku Mecel
nocebHo, oa 20 yacosa.

FoavWH-e Konuparbe-apxmBmparbe BpLW Ce nocnearer MeceLa Yy roauHu.

CBakv MpuUMepaK roMilre Konuje-apxuBe 4yBa Ce y POKy Koju je aeduHucaH YnyTcTBOM O
KaHLlenapu1jckoM nocnoBatby opraHa apxasHe ynpase (,Cn. MnacHuk PCY, 6p 10/93, 14/93-ucnp.
n 67/2016).

CBaku npuMepak NpeHocHOr HopMaTUIKOr Meauja ca konujama-apxmBama, Mopa 6Ty 03HaueH
6pojeM, BPCTOM (AHEBHa, HeAerbHa, MeceyHa, roaulltba), 4aTyMoM u3page Konuje-apxuee, Kao
1 MMEHOM 3aroCeHOr-KOPUCHUKA KOoju je U3BPLLMO Konuparbe-apxvBupatbe.

[IHeBHe, HeaerbHe 1 MeceyHe Konuje-apxmee ce YyBajy Y NpocTopuiun Koja je uandkn vy cknaay
ca Mepama 3alTuTe oA noxapa obesbeheHa.

FoauWwHe Konuje-apxuse ce u3pahyjy y ABa NpUMepKa, oA KojUX ce jedaH vysa Yy npocTopuju y
KOjoj ce 4yBajy [HEBHe, HeAe/bHe U MeceyHe Konuje-apxvee a Apyrv MpuUMepak y CyceaHoj
3rpagv — 3rpagu Crape OnwTuHe.

WcnpaBHOCT Konuja-apxuBa NpoBepasa ce HajMarbe Ha LWeCT Meceuy U TO Tako LWTO ce U3BpLUK
nospahaj 6a3a nogaraka koje ce Hanase Ha Meaujy, npy Yemy spaheHu noaaum HakoH nospahaja
Tpeba aa 6yay ucnpaBHW 1 cnpeMHu 3a ynotpebdy.

17. Yysamwe nogaraka o goraliajuma koju Mory 6murv of 3Havaja 3a 6e36egHocT
HKT cucrema
Ynan 22.

O aKTMBHOCTMMa agMUHUCTpaTOpa WM 3arnoCcNeHWX-KOPUCHUKE BOAE Ce AHEBHULM aKTUBHOCTY
(activitylog, history, securitylog, transactionlog v ap).

Csakor nocnearber pagHor AaHa y Heaerbu AaToTeke Yy Kojuma ce Hanasu AHEBHUK aKTUBHOCTU
ce apxuBupajy no npoueaypv 3a vu3pagy Konvja-apxusa octanvx nopartaka y UKT cuctemy, y
cknagy ca yn. 20 oBor npaBuHKKa.

18. ObesbeljnBarse MHTErpUTETa COPTBEPA H ONEPATHBHHX CHCTEMA

Ynan 23.

Y UKT cucTeMy MOXe [ia Ce MHCTanupa caMo codTBep 3a Koju noctoju Baxeha nuueHua y
BnacHuwWTBY Ynpase OnwTuHe Paxar, ogHocHo Freeware n Opensource Bep3uje.




WHcTanauunjy v nogewwasare copTBepa MOXe Aa BPLIM CaMO CUCTEM aAMUHWUCTPATOP, OAHOCHO
3anocieHn-KOPUCHUK Koju uMa oBnawherbe 3a To.

MHcTanauujy v noaelwasarse codTBEpa MOXE fa U3BpLM U Tpehe nuue, y cknagy ca YroBopom
0 HabaBLW, OAHOCHO oApXaBatby codTBepa.

Mpe cBake uHCTanauuje HoBe Bepauje codTBEpa, OAHOCHO MOAELIABaHa, HEOMXOAHO je
HanpasuTK Konujy noctojeher, kako 6u ce obesbeanna MoryRHOCT noBpaTka Ha MPETXOAHO
CTarbe y cny4ajy HeoudekMBaHUx cuTyaumja.

19, 3awrnra of 3noynorpebe rexHudkux be3zbegHocHux craabocrun MKT
cHcrema

YnaH 24.

CucteM agMUHMCTPaToOp HajMarbe jefHOM MeceyHo a no noTpebu u dewhe BpWK aHanusy
AHeBHMKa akTtmeHocTM (activitylog, history, securitylog, transactionlog v ap ) y uumwy
naeHTurKaumje noteHumjanHux cnaboctn UKT cuctema.

Ykonuko ce naeHTudukyjy cnaboctn koje mory ga yrpose 6esbegHoct MKT cuctema, cuctem
aAAMUHMCTPATOP je Ay>XaH Aa oaMax U3BpLUM nojellasarba, 0AHOCHO MHCTanupa codTeep koju he
OTK/IOHUTU yodeHe cnabocTu.

20. O6e3sbehnpame Aa aKTHBHOCTH Ha peBH3uin MKT cucreMa nmMajy Wwro MatsH
yTHYAa] Ha PYHKYHOHHCAHE CHCTEMA

YnaH 25.

Pesusuja KT cuctema ce Mopa BPWWTK TaKo Aa MMa WTO Marby yTULLA] HA8 MOCNOBHE npouece
KOPUCHMKa-3anocneHnx. YKoNuko To Huje Moryhe y pagHO Bpeme, OHAa@ Ce BPWM HaKOH
3aBplieTKa pagHor BpeMeHa KOpUCHUKa-3anocneHunx, Ymjn 61u nocnosHy npouec 61Mo oMeTaH, y3
NPEeTX0AHY carnacHoCT HadenHuKka Ynpase.

21, Jawrnra nogaraka y KOMyHHKaUHOHUM Mpexxama yk/bydyjyhn ypebaje n
Bogose

YnaH 26.

KoMyHuKaumMoHu kabnosu m Kabnosu 3a Hanajarbe Mopajy 6WUTW NOCTaB/beHW Yy 3uay wnn
KaHanuuama, Tako Aa ce oHemoryhu HeosnawheH npucTyn, O4HOCHO Ja Ce M3BPLUIKM U3onaumja
oa moryher owTehetsa.

MpexHa onpemMa (switch, router, firewall) ce Mopa HanasuTh y 3ak/by4yaHoM rack opmaHy.
CucTeM agMUHUCTPATOp je Ay)aH/a Aa CTasnHo BPLWM KOHTPOMHW Npernea MpexHe onpeme u
6raroBpeMeHo Npeay3vMMa Mepe Y Ln/by OTKNarbarba eBEHTYanHUX HenpaBuiHOCTU.




22, Be3begHoCT nogaraxka Koju ce rnpeHoce yHyrap oneparopa MKT cucrema,
Kao u namelly oneparopa MKT cucrema n mya saH oneparopa KT cucrema

YnaH 27.

OnwTKHa Paxars He BpLIM pa3MeHy noataka Koju Cy 03HayeHW HeKOM O/l 03HaKa TajHOCTU ca
APYrMM OpraHMMa W opraHusauujama, oCMM rnojaTaka M3 rnoBepeHMX Moc/noBa Ca ApXaBHUM
OpraHuma, WTo je perynucaHo 3akoHuma W ypeabama Bnage PC.

23. lMurara nHgopmayHoHe 6e36e4HOCTH y OKBHPY yrpaB/barba CBHM Pazama
MHBOTHOIr ynksyca KT cucrema ofHOCHO f1e/1I0Ba cHCTEMAa

YnaH 28.

HauuH MHCTannparsa HoBUX, 3aMeHa 1 oapxasarse nocrtojehux pecypca UKT cucrtema oA cTpaHe
Tpehux nuua Koja HUCy 3anocneHa y Ynpasu, 6uhe aecduHucaH yroBopom Koju he 6utu ckionsbeH
ca TUM amumMa.

CyCTEM aAMUHUCTPATOP je 3a/y>KeH 3a TEXHUUKM HaA30p Haa peann3aumjom yroBopeHux obasesa
0A CcTpaHe Tpehux nuua.

O ycnocTasrbatby HoBor UKT cucteMa, ogHOCHO yBohery HOBUX AenoBa U U3MeHaMa noctojehunx
nenosa MKT cucrtema cuctem agMUHUCTPATOpP BOAM IOKYMEHTaLujy.

JloKyMeHTaLMja U3 NPeTxXoAHOr CTaBa Mopa fAa CaapXku onuce CBMX npoueaypa a nocebHo
npoueaypa Koje ce ogHoce Ha 6e3begHocT UKT cnctema.

24, 3awrnra nogaraka Koju ce KkopHcre 3a norpebe recrviparwa MKT cucrema
OAHOCHO [e/10Ba cuCcremMa

YUnaH 29.

MpUIMKOM TecTuparba CUCTEMa, MoAauM KOju Cy O3Ha4YeHW O3HaKoM TajHOCTW, OAHOCHO
Cny»6eHOCTU Kao MOBepsbUBK Mogaun, Uam cy MYHU NMoaaumcucTeM aaMUHUCTPATop, OAroBapa
3a noJaTke y CKnaay ca npornucvMMa Kojuma je aedwHucaHa ynotpeba u 3allTMTa Takse BpcTe
noaataka).

25, Bawrnra cpegcraBa oneparopa MHKT cwcrema Koja cy AOCTYrnHa
npy)xaoynma yciyra

YnaH 30,

Tpeha nuua-npy»xaouun ycnyra uspage v oapxasarba codTeepa Mory rpuctyrnutu camo OHWUM
nofaumMMa Koju ce Hanase y 6asama nopataka Koje cy Aeo codTeepa KOju Cy OHWU M3paaviu,
OAHOCHO 3a Koje MOCTOjW YroBOpOM AedUHUCaH NpUCTyn.




CucteM afIMMHUCTPATOp je OAroBOpaH 3@ KOHTPONY MPUCTYNa W Haa30p Hag W3BPLUEH-EM
yroBopeHux obaBe3a, Kao M 3a MnowToBare oApebu OBOr MpaBWIHMKA KOjUMa Cy Takse
aKTUBHOCTU peduHUcaHe.

26. OgprxaBarse yroBopeHor HHBOoa HHPOPMaLHOHE 6e36E4HOCTH 1 MPYIKEHHX
yaayra y Cka1agy ca ycioBHMa KOjH Cy YyroBOPEHH Ca NPyXaoyeM yoayra

Ynan 31.

OnwTtMHa HeMa CKIOTUbeH YroBop ca TpehuMM nuuuMa 3a npyxarbe ycnyra vHbopMalmoHe
6e3beqHoOCTH

27. llpeserHymja n pearoBamwe Ha 6e36e4HOCHE HHYNAECHTE, LITO MogpasyMesa
agexksarHy pasmMeHy nHopmaywuja o beszbegrocHum crnabocruma UKT cucrema,
HHUNMACHTHMA M MPETHAMA

YnaH 32.

Y cnyyajy 6uno kaksor vHUMAEHTa Koju Moxe ga yrposn 6e3begHocT pecypca MKT cucrema,
3anocieHN-KOPUCHUK je AyxaH Aa oaMax 06aBecT CcucTeM aaAMUHUCTPATOoP.

Mo npujemy npujaBe cncTem aaMUHUCTPATOP je AyxaH Aa ogmax obaBecTn HayenHuka Ynpase u
npeaysme mMepe y Lnby 3awTure pecypca MKT cuctema.

YKONVKO ce paau 0 MHUMAEHTY Koju je aeduHmncaH y cknapy ca Ypeabom o nocTynKy 4oCTaB/barba
nojaraka, McTi, BpcTama u 3Havajy uHumaeHaTa u noctynky obaseluTaBarba 0 MHUMAEHTUMA Y
MHMOPMaLIMOHO-KOMYHUKaLIMOHUM cucTeMMMa of nocebHor 3Hadaja, ,Cn. FnacHuk PC*, 6p,
94/2016), cncteM aaMUHUCTPATOP je AyXaH da nopea HavenHuka o6aBecTy U HaaneXHW opraH
AeduHucaH osoM ypeabom.

CucTeM aaMUHUCTPATOP BOAM €BUAEHLIM]Y O CBUM MHUMAEHTMMA, Kao v npujaBaMa MHUMAEHaTa,
y CKnagy ca ypeaboMm, Ha 0CHOBY KOje, NpOTVB OATOBOPHOTr N1LA, MOTY /a Ce BOAE AUCLIMMIMHCKK,
NPeKpLIajHA UM KPUBUYHW NOCTYNLIM.

28, Mepe koje obe3beljyjy KOHTHHYHUTET 006aB/batba MOC/a y BaHPEAHHM
OKOJIHOCTHMA

YnaH 33.

Y cny4dajy BaHpeAHuX OKOSTHOCTM, Koje Mory Aa goseay Ao uaMelutarba VKT cuctema u3 3rpage
Ynpase, HagnexHo Oferbere je AyXaHo aa y HajkpaheM poky npeHece aenose UKT cuctema
HeornxoAHe 3a (YHKUWOHWCaHE Y BaHPEAHO] CUTyauuju Ha pesepBHy nokauwjy, y cknagy ca
NNaHoOM pearoBarba Yy BaHPEAHWM U KPU3HUM CUTyauujama.

Cneuuncdukaumjy penosa WUKT cuctema Koju Cy HEONXOAHW 3a (byHKLMOHMCae Yy BaHpeaHuM
cuTyauujama mspahyje cucTem agMUHUCTPATOP W TO Yy TpY NpUMepKa, 04 KOojux ce jeaaH Hanasu




KOA Hbera, APYrv KOA 3ariocneHor Haa/iexHor 3a rnocnose ofbpaHe v BaHpeaHe cuTyauuje a
Tpehu npumepak Koa HavenHuka Ynpase.

Jenose UKT cucteMa Koju HUCY HeonxoaHu 3a (PYyHKUMOHUCaHe Y BaHpeAHUM CUTyalujama,
CKNnaguwTe ce Ha pesepBHY nokauujy, Kojy oapean HadenHuk Ynpase. CknaguwTere AenoBsa
MKT cuctema Koju HUCY HEOMXOAHW, Ce BpLlM Tako Aa onpeMa 6yae 6e3beaHa v obenexeHa, y
CKnagy ca eBMAEHLMjOM Koja ce O H0j BOAM.

III. W3meHa MpasunHuka o 6e3begHocTn
YnaH 34.

Y cnyyajy HacTaHka NpoMeHa Koje Mory HacTynuTu ycnea TeXHUYKO-TEXHOMOLWKUX, KaZIPOBCKUMX,
opraHusauuoHux npomeHa y UKT cuctemy u gorahaja Ha rnobanHom 1 HauMoHaIHOM HUBOY KOju
MOy HapylmTu uHbopMaLmoHy 6e36eqHOCT, CUCTEM aAMUHUCTPATOp je AyXaH Aa obasectu
HayenHWka Ynpaee, kKako 61 OH Morao Aa MpUCTYNU W3MEHW OBOr MpaBWIHWUKA, Y UUIbY
yHanpehere Mepa 3alTuTe, HaunHa 1 npoueaypa nocTusarba 1 oapXkaBarba afeKBaTHOr HMBOA
6e36eaHoct UKT cuctema, Kao M npeucnutusarbe osnawherba U 0AroBOPHOCTU Y BE3U cCa
6e36eaHowhy un pecypcnma UKT cuctema.

IV. TMpoeepa UKT cucrema
YnaH 35.
Mposepy WUKT cuctema BplIM CUCTEM aIMMHUCTPATOP.

MpoBepa ce BpWW Tako LWTO ce:

1) nposepasa ycknaheHoct MMpaeunHuka o 6esbegHoctn UKT cuctema, ysumajyhu y o63vp v
npaBuHKKE Ha Koja ce Bpwu ynyhusarse, ca nponvcaHuM ycnosmMma, 0AHOCHO NpoBepasa Aa nn
Cy MNpaBW/IHMKOM afeKBaTHO npeasuheHe Mepe 3alwTuTe, npoueaype, osnawhera U
oarosopHocTtn y UKT cucremy;

2) npoBepasa Aa /v Ce Y orepaTUBHOM pady afeKkBaTHO NpuMerbyjy npeasuheHe mepe 3awture
v npoLieaype y cknagy ca ytepheHum oBnawhernMa v 0AroBOpHOCTUME, MeToAaMa UHTEPBjYa,
cMMynauwje, nocMatparba, ysuaa y npeasvhere esmnaeHUnje u Apyry AOKYMeHTauujy;

3) Bpwu nposepa 6e36egHOCHMX cnabocTn Ha HUBOY TEXHUYKMX KapakTepUCTUKE KOMMOHEHTU
NKT cuctema MeToAOM YyBUAA Y w3abpaHe npou3Bofe, apXUTEKType pellerba, TeXHUYKe
KOH(MUrypaLmje, TEXHUYKE NoAaTKe o CTaTycyMa, 3anuce o forahajuma (norose) Kao v METOLAOM
TecTvpatrba nocTojarba no3HaTux 6e3beaHocHNX cnabocTn y CINYHUM OKpYXKerbiMa.,

O U3BPLLIEHO] NPOBEPU CaunbaBa Ce U3BELLTaj, KOjW ce OCTaB/ba HaueIHWUKY YrpaBe.

V. Caapaj ussewTraja o nposepu UKT cucrema
YnaH 36.

W3sewTaj o nposepun UKT cucTeMa caapxu:




1) nasms onepatopa VKT cuctema Koju ce nposepasa;

2) Bpeme nposepe;

3) noAaum o nMuMMa Koja Cy BpLuuna nposepy;

4) n3BewwTaj 0 CNpoBeAeHUM paaHaMa npoBepe;

5) 3aK/byuKe o nuTarby ycknaheHoctu MpasunHnka o 6e36eaHocTy UKT cucTeMa ca NponucanHmnm
ycnosuma;

6) 3aK/byuKe Mo NUTarby aAeKBaTHe NpUMeHe NpeABMheHUX Mepa 3aluTUTe Y ONepaTUBHOM paay;
7) 3aK/bydyke MO nUTarby €eBeHTyanHux 6e36eAHOCHMX CnabocT Ha HUBOY TEXHUYKMUX
KapakTepucTuka komnoHeHT VKT cucrema;

8) oueHa yKynHor HMBoa MHdopMaumoHe 6e36eaHOCTU;

9) Npeanor eBeHTyarHUX KOPEKTUBHUX Mepa;

10) noTnuc oaroBopHor nuua koje je cnposeno nposepy UKT cucrema.

VI. [penasHe m 3aBpiHe ogpeabe

YnaH 37.

OBaj NpaBuNHWK CTyna Ha cHary AaHom objasrbuBarba y ,,Cnyx6eHom nucTy OnwTUHCKe Ynpase
OnwTrHe Paxkar".

Penybnuka Cpbuja
OnwTKrHCcKo Behe OnwTuHe Pa)aks
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